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1
Decision/action requested

It is requested to approve the new Key issue for AKMA Roaming.
2
References

[1]
3GPP TR 33.737 Study on enhancement of AKMA 
[2]
3GPP TS 33.535 Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)
[3]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using HypertextTransfer Protocol over Transport Layer Security (HTTPS)".
3
Rationale

TS 33535 [2] defines the AKMA architecture where AP (authentication proxy) is not covered. TS 33.222 [3] specifies the use of Authentication Proxy in GBA, where an Authentication Proxy (AP) is a proxy resides between the UE and ASs. It helps to reduce the consumption of authentication vectors and/or to minimize SQN synchronization failures and relieves the AS/AF of security tasks. This is beneficial where different application servers (or Application Functions in AKMA) reside in the same trust domain or in the same edge node. With the AP, these application function can rely on the AP to execute AKMA procedures, which is more cost efficient than the case where each application servers execute AKMA procedures separately.
In the last SA3 meeting, SID S3-220531 was agreed with objective of
 2: The feasibility of introducing the AP into AKMA, specifically,

- Investigate the architecture impacts and procedures of using the AP in AKMA 

Therefore, we are proposing the following key issue to study the adequate security mechanisms and how keys are distributed for the same.
4
Detailed proposal

################# start the 1st  change
5.X
Key Issue #X: Authentication Proxy for AKMA 
5.X.1
Key issue details

In the TS 33.222 [3] GBA with AP architecture is defined
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However, AP concept is not available for AKMA.With introduction of AP for AKMA, following kind of architecture are foreseen: 

a) AP and AFs are in operator domain so AP will interact with AAnF directly. 

b) AP and AFs are not in operator domain so AP will interact with AAnF via NEF
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We also foresee different relationships between AFs and AP based on where KAF is generated:

-
AF can rely on the key generation at the AP. AFs are just involved in traffic handling and AP handles the KAF generation and security aspects for AFs.
-
AP may not support key generation or AP is not allowed to generate keys due to the relationship between AP and AFs. In this case, there is no key generation at the AP, and KAF is generated at the AAnF. 
As per the AKMA architecture, the UE and the AF should be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key. With introduction of AP in between UE and AF where AP will take on the responsiblity of key management, Ua* protocol must be secured end to end. 

Therefore, solutions to this key issue need to address the following aspects:

-
Is there a need to define a separate key for AP?

-
Considering AF and UE traffic may pass through an AP, how do AFs and UE ensure Ua* session is secured with a separate key for each AF.

-
Optimization of AKMA procedures when introducing AP between AFs and UE.

5.X.2
Security Threats

Without a proper security design, compromise on AKMA authentication can jeopardize security on the 3GPP side. I.e., AF1 may be able to access sensitive data passed between UE and AF2 where AF1 and AF2 are connected to the same AP.

Secondly, with the introduction of AP in between UE and AF, how is the security of the Ua* protocol ensured.

5.X.3
Potential security requirements

The AKMA architecture shall support an AP function while also meeting the Ua* protocol's security requirements.

################# end of the change
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